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The Named Data Networking (NDN) [4]  : all retrieved data packets must be signed. 
Requiring simple, secure, and user-friendly cryptographic key/cert management. 

NDN Trust Management system (NDNCERT) [5] provides flexible mechanisms to 
delegate trust between certificates

• Within a single device (managing permissions for local applications on a node to 
operate under a given namespace) 

• Across devices/entities.

The poster introduces the deployment of NDNCERT over NDN testbed and shows 
how to use the command line tools or android app to get yourself an NDN certificate.

Automated intra-node and inter-node trust management over NDN
With obtained or self-signed (for local trust) each node can become authority for its 

namespace (goal for [2])
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With NDNCERT agent implementation over Android, mobile phone users can obtain 
NDN certificate via our Android app.

By simply selecting the type of the out-of-band challenge and finishing the identity 
verification according to certificate authority’s requirement, one can obtain an NDN 
certificate for their own NDN identity name.

Linux/MacOS Command Line User Interface

With NDNCERT agent implementation over Linux and MacOS, users can obtain NDN 
certificate via command line tools.

By simply selecting the type of the out-of-band challenge and finishing the identity 
verification according to certificate authority’s requirement, one can obtain an NDN 
certificate for their own NDN identity name.
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NDNCERT CA server has been deployed on NDN testbed. For now, NDNCERT CA 
runs on UCLA site and is able to issue certificates on behalf of NDN testbed.
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Camera CSP750 selects 
challenge “dev-secret”.

Use the secret (configured by 
user) as parameter

Sign Certificate Request For /MyHome/
Cameras/CSP750/LivingRoom/View/
FronView/KEY/1112

_VALIDATE 
and _STATUS‡

: Optional Interest Packet : Interest Packet
: Optional Data Packet : Data Packet

/MyHome/CA/_NEW/<cert request>/[sig]

/MyHome/CA/_NEW/…/[version]
“request-id”: “38495327”,
“status”: “wait-selection”,
“supported-challenges”: [ “PIN”, “DEV-
SECRET”, “CERT”  ]

Signature

Create request 
instance 38495327

/MyHome/CA/_SELECT/{“request-id”:“38495327”}/
DEV-SECRET/HMAC({“secret”:”csp750-111”})/[sig]

/MyHome/CA/_SELECT/…/[version]
“request-id”: “38495327”,
“challenge-type”: “dev-secret”,
“status”:”succeed”

Signature

/MyHome/CA/_DOWNLOAD/{“request-id”: 38495327}”

Data packet with encapsulated certificate

_DOWNLOAD

* All signatures of interest/data packet will be verified by CA and requester.
‡ Requester sends _VALIDATE if _SELECT alone cannot finish the challenge.

Requester sends _STATUS if certificate is not immediately issued.  

By creating a face towards NDN 
testbed and adding the proper 
route, users can use command 
line tools or android app to get 
certificate, while applications can 
invoke NDNCERT library. 

NDNCERT Library and Tools: https://github.com/named-data/ndncert

NDNCERT Specifications: https://github.com/named-data/ndncert/wiki

NDNCERT Android App: https://github.com/DataCorrupted/android-identity-manager

https://github.com/DataCorrupted/android-identity-manager
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