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Motivation & Introduction Name-based Access Control (NAC)
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NAC with Attribute-based Encryption Extensions (NAC-ABE)

Attribute-based Encryption KEK (Policy) Fetching and CK Encryption
Attribute authority as a level of indirection

« Use readable plain-text attribute policy as the
encryption key, such as “UCLA and student”,
“reqgister-year > 2014”

+ Users who have sufficient attributes can decrypt
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Fine-grained Access Control Security Assessment

1. Hierarchical naming structure Granularity 1: /military/air/aircraftA Threats mitigation by NAC

The hierarchical naming helps to Granularity 2: /military/air/aircraftA/north - Eavesdropping: All sensitive data is encrypted and thus makes no sense for attackers,

establish the access control = -
granularity in a natural way.

even though attackers can collect these data from the broadcast media or cache.
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- Man-in-the-Middle Attack: All data in NDN is signed.
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2. Naming convention

policy data access e i | | |
F prefix »F namespace 44 e nerva 4  Denial of Service Attack: When attackers flood the Interest packets for the content or
/My/home/READ/monitor/backyard/2016050209/2016050218 keys, the cache can stop these Interests. If attackers use forged Interest packets
(e.g., append randomness to a valid prefix), mechanism proposed and mentioned in
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previous papers (https://named-data.net/publications/) can mitigate such attacks.
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With attribute-based access control, the system can define the attributes based

. NAC  https://github.com/named-data/ name-based-access-control
on the granularity need of the system.

NAC-ABE https://github.com/Zhiyi-Zhang/NAC-ABE
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