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NDN	is	making	its	way	to	the	tactical	edge

• Secure	Handhelds	on	
Assured	Resilient	
networks	at	the	
tactical	Edge	(SHARE)	
DARPA	program







CERDEC	architectural	and	technology	improvements

• A	common	MANET	stack	(to	replace	stove-piped	
approach)

• Improved	throughput,	protocol	efficiency,	and	
automation	(loop-free	routing,	low	overhead)

• Disruption	tolerance	

How	can	NDN	contribute	towards	these	objectives?



NDN	simplifies	the	tactical	networks

• No	need	for	complex	host-centric	
routing	and	addressing	services

• No	need	for	overlay	security	
services

• Application	semantics	exposed	to	
the	network



NDN	improves	the	effectiveness	of	tactical	networks

• Robustness,	resiliency,	and	scalability	
are	core	NDN	features
– Policy-based	caching	and	forwarding	
strategies	(delay,	disruption,	and/or	
mission	aware)

– Multicast	support	is	organic
– Loop-free	routing	is	guaranteed



NDN	improves	the	efficiency	of	tactical	networks

• Storage	is	cheaper	than	bandwidth
• Policy-based	caching	strategies	(delay,	
disruption,	and/or	mission	aware)

• Minimizes	control	traffic



NDN	improves	security

• Name-based	filtering:	filtering	applied	to	the	data	directly
– Ingress	Interest/Data	packet	filter	based	on	names

/sensors/aircraft-1111/HD-pic /sensors/aircraft-1111/HD-video



NDN	improves	security

• Data	secured	at	rest	and	in-transit
• Data-centric	security	is	more	
resilient	than	securing	channels
– Loss	on	a	VPN	channel	has	dramatic	
impact	on	its	stability	(DARPA	SHARE)

• Scalable	key	distribution



NDN’s	role	in	future	tactical	networks

• NDN	as	the	thin-waist	of	
the	hour	glass
– Clean-slate	approach	(long-
term)

• NDN	interoperable	with	
existing	infrastructure	
(short-term)

Content	chunks
IP

Content	chunks



NDN’s	role	in	future	tactical	networks

• NDN	gateways	separating	network	
partitions
– Where	disruption	is	likely	to	occur
– Where	delay	is	likely	to	be	high
– Where	bandwidth	is	low

• Tuned	caching	and	forwarding	policies

NDN
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What	problems	do	we	need	to	solve?

• Operation	in	ciphertext	
networks

• Legacy	architecture	using	HAIPEs
– Same	problem	existed	for	DTN
– CDS	solutions
– Name	obfuscation	is	possible

• CSfC	compliant	operation
– Layer	1:	NDN	producer
– Layer	2:	NDN	forwarder	(face)



What	problems	do	we	need	to	solve?

• Event-driven	applications
– NDN	is	consumer	driven
– Some	applications	are	
triggered	by	producer

• Name-based	QoS	policies
• Data	perishability
• Confidentiality



Conclusion

• NDN	is	already	being	evaluated	in	tactical	networks
• NDN	data-centric	communication	paradigm	addresses	a	lot	of	
the	communication/security	challenges	in	today’s	tactical	
networks


